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£ (Phishing Attack Flow)
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O "172.86.96[.]38' ofo|m|of| AT Passive DNS O|HE x=2|6ff HH, OfX| JLH ILH

AMEH U= ‘naver.com[.]de’ E=OQI0| AIEEl J|Z2S E0lg

—
UAgLCH 02

A

T
0{7|M HAZE Passive DNS 2t 74 (9}4) =HQ10] DNS #2|E S8l IP Lookup E
SUHSIAERE FH V|B & AR, EF 7|12t SCO|RX = HEHI A &2

ZASH=H| 210] U= fle QR HA YE= LEF UL

=]

O O &flEl 'naver.com[]de’ =H[QI9] BL, ¥A 2FE siZHE 2= =A%
HIZ ORI St S = o USUILCE T RUC= 2y ALEP QEH F 20|
OtL|zf, HelXo =z H&HS 1580| =2 O|FYLICH

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

- [} I3
3] virusTotal - IP address - 172.86 % +
< Cc & virustotal.com/gui/ip-address/172.86.96.38/relations = B 1= W o = H
ZI URL, IP address, domain, or file hash Q o~ o 0 & senin EEED
(@ No security vendor flagged this IP address as malicious = Similar ~ 3£ Graph & API
172.86.96.38 |(172.86.96.0/20) us Last Analysis Date
AS 53667 ( PONYNET ) [ ] 20 days age

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Passive DNS Replication (5) © =}
Date resolved Detections Resolver Domain
Geargia Institute of Tech
2023-08-03 5/88
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2023-07-22 0187 VirusTotal elp.naver.com de
2023-07-20 0787 Viru al ail
2023-07-20 0/87 Viru =
2023-07-19 0187 VirusTotal ssli
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HEAH (Sub) Domain &4 IP=A (RZ7}3E)
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SHE QI 2 E ML OSNIT
S =

A0 EXHE

T

2+ LI

O Genian EDR® 29 2tZ0f| 2&td IP '45.61.158[.]17" =
AIO|E libertynorthkoreal.Jorg’” EM|Ql0] H2E AL
IS ELICE 20 A2zt 7|52 Solf 2|0 @S ZAr

Y X|E(loC) & 241 =2
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RN 17 network event
outgoing

DESKTOP-

\ 172.29.59.
WORKGROUP \

17 network event

1)
@ outgoing

chrome.exe
process

[12! 18] Genian EDR H|ZO0|AM T[4 IP FAZ

8 https://www.genians.co.kr/products/genian-edr/

Genians Security Center

045.61.158.17:443 (4 3) a-
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HESa ¢E Yy

Event Time  2023- 2023-

Event Type  Netw

Process Name chic

DNS Name  libertynorthkorea.org

Pratocol @

Direction our
Connecti (53]
Conn/Disc

31722959 49717

@ 4561 7443 HB
@ libertynortt a

Detect Type [N
Custom Tag
7ld e
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O A= ZOIEO|M o IP AT EIX|E AR, HAIZE 21" 22| LHES Sdll 2 OHIE
AlZE S Q9F LIES ot HFAIL HESH 2olet = USLICH 0| S8l FHaket &Mt
AL ZAO]| 222 S 5 USLICH

O[HIE Az EL OHIE O|HIE Qof

2023 NetworkConnect chrome.exe =247} maps.googleapis.com 2 UDP : Outgoing 5415 & LICH

2023 NetworkConnect chrome.exe T2 M| A7} t1.daumcdn.net 2 TCP : Outgoing 5412 S L|CH

2023 NetworkConnect chrome.exe Z2 A~ 7} dusfnigi.ninehire.site 2 TCP : Outgoing 5418 HSLICH

2023- NetworkConnect chrome.exe T2 M|~ 7} sslinstalljquery.online 2 TCP : Outgoing 5412 &L Ct

2023~ NetworkConnect chrome.exe =2 A~ 7} r3.ilencr.org 2 TCP : Outgoing 5412 S LICH

2023- ®  NetworkConnect chrome.exe EiMI:?fE TCP : Outgoing 5418 35L|C

2023- NetworkConnect chrome.exe T2 M|~ 7} update.googleapis.com 2 TCP : Outgoing S412 #&L|CH

2023- NetworkConnect chrome.exe =2 4|~ 7} update.googleapis.com 2 UDP : Outgoing 5412 S LICE

2023- NetworkConnect chrome.exe ZZ M|~ 7} www.google.com 2 UDP : Outgoing S48 RS LICH

2023- NetworkConnect chrome.exe = 2 A~ 7} www.google.com £ TCP : Outgoing 5412 fSLICH

2023- NetworkConnect chrome.exe T2~ 7} www.google.com £ TCP : Outgoing S48 FELICH

2023- NetworkConnect chrome.exe T2 M|~ 7} accounts.google.com £ TCP : Outgoing S48 S &L|CH

2023- NetworkConnect chrome.exe =247} clientservices.googleapis.com 2 TCP : Outgoing 5412 ¥ &L|CH

2023- ProcessStart chrome.exe Z2 M A0]| 2|3 chrome.exe T2 M| A7F A|ZHE| Q5 L CF

[12] 19] Genian EDR 7|5S S5t O|HIE 241 5tH
O 712 3 7|FL 2Ot 2| Xt= O AN BitB 52 § Xls2tE T4 20 &2&8&
O|ME &2 o2l IP CHY HL|IE Genian EDR EX| HAof| 24 ghds LIE HehAIDE
MHHOZ 2hx| A8l &= TS FH B ors +Eok=0 &8 + USLICH
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06. &dll X|F (Indicator of Compromise)
a. &8 MD5 Hash

- ec88f5b9e1b5947fd054a8cad89a6130
- 13e3405fc3ef62d4e2e3f5f19d9a9b53

- 51a82ce016de1c5d9c6e815b7d6d91b3

b. 12tE FBH0{(C2) TAE MH
- libertynorthkoreal.]Jorg
- naver.com[.]de
- kakao.com[.]de
- hiworks.com[.]de
- samsunggalaxynote[.Jcom
- today-breakingnews[.Jcom
- daily-goodnews[.Jcom
- newspadl[.]info
- attachmentfile[.]site
- mailstoragel[.]site
- myfilestorages[.]Jcom
- naveruser[.Jcom
- daumuser[.]net
- naver[.Jone
- daum[.Juno
- kakao[.Juno

- kakaoserver[.]Jcom
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- kakaotalkwallet[.Jcom
- kakaocopyright[.]Jcom
- navercopyright[.]Jcom
- emailsecurity[.]autos
- daum.net[.]ph

- kakao.com[.]ph

- naver.com[.]pe

- mailcorpl.]services

- kakao.com[.]vc

- mail-setting[.Jcom

- naver.cn[.]Jcom

- 141.164.54[.]19

- 38.54.94[.]1241

- 84.32.131[.147

- 84.32.191[.]233

- 5.199.168[.]70

- 5.199.168[.]240

- 45.61.137[.]22

- 45.61.138[.]203

- 45.61.139[.]99

- 45.61.139[.]138

- 45.61.158[.]17
-162.33.179[.179
-168.100.11[.]133

- 172.86.96[.]38
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- 192.153.57[.]154

- 193.149.176[.]233

- 206.166.251[.]146

07. &2 X|HE (Indicator of Attack)
a. MITRE ATT&CK?® Matrix - APT37'° Group Descriptions

Tactic Technique Description
T1598.002 Phlshmg.fo.rlnformatlon:
- Spearphishing Attachment
Reconnaissance A . —
T1598.003 Phis |ng_ o_rln qrmatlon.
- Spearphishing Link
T1585.002 Estapllsh Accounts:
Resource - Email Accounts
Development i :
p T1585.003 Establish Accounts:
- Cloud Accounts
Phishing:
T1 .002
11566002 Spearphishing Link
Initial Access —
T1566.003 Sning:

Spearphishing via Service

[H 06] MITRE ATT&CK, Tactics and Techniques

9 ATT&CK : The Adversarial Tactics, Techniques, and Common Knowledge

19 APT37 Group

Genians Security Center
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https://attack.mitre.org/techniques/T1598/002/
https://attack.mitre.org/techniques/T1598/003/
https://attack.mitre.org/techniques/T1585/002/
https://attack.mitre.org/techniques/T1585/003/
https://attack.mitre.org/techniques/T1566/002/
https://attack.mitre.org/techniques/T1566/003/
https://attack.mitre.org/
https://attack.mitre.org/groups/G0067/
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08. &1 X}& (Reference)

- 3t2LH macOS O|8XI= 21 APT37 22 £ [Genians]

Hr
o
re
r

CHYZ AHEISEAPT37 224 At [Genians]

- Browser In The Browser (BITB) Attack [mrdOx]

- Fake Sites Stealing Steam Credentials [zscaler]
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https://www.genians.co.kr/blog/threat_intelligence_report_macos
https://www.genians.co.kr/blog/threat_intelligence_report_apt37
https://mrd0x.com/browser-in-the-browser-phishing-attack/
https://www.zscaler.com/blogs/security-research/fake-sites-stealing-steam-credentials

